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Study of Steganographic Techniques for Data Hiding
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Abstract— Nowadays, the volume of data shared over the
Internet is growing. As a result, data security is referred to as
a major issue while processing data communications through
the Internet. During communication procedures, everyone
requires their data to remain secure. Steganography is the
science and art of embedding audio, message, video, or
image into another audio, image, video, or message to
conceal it. It is used to secure confidential information from
harmful attacks. This research offers a classification of digital
steganography based on cover object categories, as well as a
classification of steganalysis art. Image visual quality,
structural similarity, mean square error, Image Fidelity,
embedding capacity, and robustness are some of the
important aspects of steganography. Researchers have made
tremendous advances in the realm of digital steganography.
Nonetheless, it is vital to emphasize the advantages and
disadvantages of modern steganography techniques. This
paper first presents a literature survey of information hiding,
then classifies the proposed methods, and finally introduces a
comparative study between the different methods.
Keywords—  Steganography, Data
Steganalysis, Embedding Capacity

Embedding,

l. INTRODUCTION

Recently, several methods are developed to protect
important information. The developed methods may be
classified into two categories: steganography and
watermarking. Both steganography and watermarking are
data embedding methods. Steganography aims to embedding
huge amount of secret data in multimedia carrier such as text,
image, audio, and video. On the other hand, watermarking,
that may be mainly used for proving copyright, aims to hiding
small amount of secret data in multimedia carrier. Although
steganography and cryptography have a common goal and
are related concepts, the usage and the way of both are
somewhat different. Steganography is hiding the message
existence completely whereas cryptography is securing the
sent message. Steganography’s main factors are un-
detectability, robustness, and capacity. These factors separate
steganography from other related techniques e.g.,
cryptography and watermarking. Figure 1 presents different
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branches of information hiding [1]. More details and
comparisons are discussed in [1][2]. This paper concerns
with steganography-based information hiding.
Steganography is the science that involves communicating
secret data in an appropriate multimedia carrier, e.g., image,
audio, and video files. In other words, steganography is the
process of embedding a file, message, image, or video within
another file, message, image, or video. The expression
steganography combines the Greek word “stego” which
means “cover” and the Greek word “grafia” which means
“writing”, resulting “covered writing” [3].

Steganography has various useful applications. Secret
Communications: secret information can be transmitted
without being afraid of alerting danger from potential
attackers [4]. Feature Tagging Elements: secret data can be
embedded beyond an image, such as names of individuals
tagged in a photo some locations in a map [5]. Copyright
Protection: Aims to prevent data from being copied [5].
Different applications have different requirements of the
steganography technique used. For example, some
applications may require absolute invisibility of the secret
information, while others require a larger secret message to
be hidden [6].

The idea of steganography was first presented in [7] at
1983. Figure 2 presents the scenario of steganography system
[8]. Steganography scenario can be summarized in two
different phases: encoding (embedding) phase with the help
of secret key and decoding (extracting) secret data phase with
the manner of preserving information invisible. In the
embedding phase, the secret message is embedded in an
actual/original multimedia carrier (cover message) by using
an embedding algorithm and a secret key. The key is used to
aid in encryption and to decide where the information should
be hidden in the multimedia carrier. After hiding the secret
message, one can call it stego-medium and the key which is
used for hiding process is called stego-key. In the extracting
phase, the secret message is extracted from the multimedia
carrier by using an extracting algorithm and the same secret
key.
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Figure 1: Classification of Data Hiding Methods
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Figure 2: Graphical Version of the Steganographic System

In steganography, the possible cover carriers are innocent
looking carriers (images, audio, video, text, or some other
digitally representative code) which will hold the hidden
information. A message is the information hidden and may be
plaintext, cipher text, images, or anything that can be
embedded into a bit stream. Together the cover carrier and
the embedded message create a stego-carrier. Hiding
information may require a stego key which is additional
secret information, such as a password, required for
embedding the information. For example, when a secret
message is hidden within a cover image, the resulting product
is a stego-image. A possible formula of the process may be
represented as:

Cover medium + embedded message + stego key =

stego-medium

fE : steganographic function "embedding"
fE-1 : steganographic function “extracting”
cover: cover data in which emb will be hidden
emb: message to be hidden

stego: cover data with the hidden message

The advantage of steganography is that it can be used to
secretly transmit messages without the fact of the
transmission being discovered. Often, using encryption
might identify the sender or receiver as somebody with
something to hide.

Il. IMAGE STEGANOGRAPHY

Image steganography concerns with hiding secret
information in digital images. There exists a large variety of
image steganography techniques. Some of these techniques
are more complex than the others, and all of them have
respective strong and weak points. Image steganography
techniques can be classified into spatial domain (image
domain) steganography, transform domain (frequency
domain) steganography, spread spectrum steganography and
model based steganography. Figure 3 shows a classification
tree of image steganography techniques. The following
sections describe the different methods of image
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Figure 3: Classification of image steganography
techniques [9]

I1l. SPATIAL DOMAIN METHODS

Image domain applies bit insertion and noise manipulation of
a covered image. In spatial domain steganography,
embedding the secret message will be done to the pixels
directly [10], for example, Least Significant Bit (LSB), gray
level modification, pixel value differencing, quantization
index modulation, multiple base notational system, and
prediction based.

A. Least Significant Bit

LSB is a simple and common method for burying
information on cover image [11]. Digital images can be
classified as grayscale (8-bit-planes) or colored (24 bit-
planes) which depends on each pixel intensity levels, i.e.,
each pixel can be represented by 24-bits, 8-bits or even only
one bit. If every pixel of the digital image is assumed as n bits
then the digital image can be composed of n numbers of 1-bit
planes in the range from bit-plane zero to bit-plane n-1 [12].
For example, in a gray scale image each pixel is represented
by eight bits, so the image can be sliced onto eight slices (bit
planes) from bit-plane zero to bit-plane 7. These eight slices
are divided onto two parts: Most Significant Bits (MSE) and
Least Significant Bits (LSB) [13]. LSB do not hold visually
important data, so that is the perfect environment for
embedding watermark bits. In this method, the process of
embedding depends on choosing a subset of cover image and
applying the substitution operation on them. That exchanges
the LSB of cover image by the watermark [14]. The LSB
method is characterized by simplicity, high capacity, easy to
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understand and implement, and can't be noticed by
the naked eye [15]. However, the drawbacks of this methods
are that lacks robustness (Easy manipulation by attackers),
susceptible to noise, scaling and cropping.

B. Image Downgrading and Covert Channels

Image downgrading is considered as substitution system
where images act as both covers and secret messages. This
case had been discussed in [16], where the authors had fears
about security threats which face operating systems with
high-security which is called image downgrading because it
could help on exchanging images secretly.

The main idea of image downgrading depends on making
the cover-image and the secret image equal in dimensions.
Then, the sender exchanges the four least significant bits
values of the cover image (grayscale or color) with the four
most significant bits of the chosen secret image. In extraction,
the receiver extracts the four least significant bits out of the
watermarked image, and then it gets to the most significant
bits of the secret image. In many cases, the degradation of the
cover image is not noticeable by naked eye, as four bits are
enough for transmitting rough approximation of the secret
image. In the multilevel security systems, like the system
used by the army, sometimes it is necessary to declassify the
form of some information. For example, if they want to
change it from ‘top secret’ onto ‘confidential’” or from
‘confidential’ onto ‘public’ or even from ‘top secret’ to
‘public’. This is not easy specially if they need to downgrade
images [17].

C. Gray Level Modification

In 2004, Potdar et al. [18] discussed a technique based on a
mathematical function. This technique maps data by altering
gray levels of the pixels without embedding or hiding it and
uses the conception of even and odd numbers in mapping the
data in the cover image. For example, even values are
mapped with zero and odd values are mapped with one. The
gray level modification method is characterized by low
computational complexity and high capacity.

D. Pixel Value Differencing

In 2003, Da-Chun et al. [19] developed a new embedding
method, called Pixel Value Differencing (PVD), based on the
difference between pixel values.

1V. TRANSFORM DOMAIN TECHNIQUES

Transform Domain applies image transformation and
manipulation of algorithm. In transform  domain
steganography, embedding the secret requires transforming
the image from the spatial domain to the frequency domain
by using any of the transforms, for example, Discrete Cosine
Transform (DCT), Discrete Wavelet Transform (DWT), and
Single  Value Decomposition (SVD). After the
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transformation process, the embedding process will be done
in proper transform coefficients.

A. Discrete Cosine Transformation

Discrete Cosine Transform (DCT) is based on
transforming signal or image from spatial domain to
frequency domain. The DCT split the image as shown in
figure 4 up to spectral sub-bands (parts) of different
significance with respect to the visual quality of the image
[29]. Embedding positions Choices: (i) Low- frequency
coefficients: Bad invisibility, because human eye is sensitive
to noise on it, as it contains the image visual parts, (ii)
High-frequency coefficients: bad robustness, as the image
could be corrupted through noise attacks or compression, and
(iif) Middle-frequency coefficients: good invisibility and
robustness, so it is the best choice.
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Figure 4: Discrete Cosine Transform

B. Discrete Wavelet Transformation

Wavelet transform is used in a wide range in signal
processing applications and image compression. It separates
the signal to set of basic functions which are called wavelets.
Discrete Wavelet Transform (DWT) is described as an
efficient and very flexible method for decomposing signals
sub bands. In recent years, JPEG committee releases a new
standard of image coding is called 'JPEG-2000" which is
based on DWT [34].

DWT s used in a wide range in signal processing
applications for example audio, video and image
compression. In case of one-dimensional DWT, image is
decomposed into 4 bands denoted by Low-Low (LL) level,
High-Low (HL) level, Low-High (LH) level and High-High
(HH) level [35], as shown in Figure 5. Where, H symbolizes
high-pass filter (High frequency) and L symbolizes low-pass
filter (Low frequency).

LL HL

LH HH

Figure 5: Discrete Wavelet Transform (DWT)
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C. Singular Value Decomposition

Singular Value Decomposition (SVD) is a mathematical
technique based on a linear algebra theorem which declares
that the rectangular matrix (A) can be analyzed into three
matrices [40]: U (Orthogonal matrix), S (Diagonal matrix),
and V (Transpose of an orthogonal matrix). The theorem is
presented usually like: A = USVT

D. Spread Spectrum

In this technique secret data is spread over wide frequency
bandwidth. This technique provides very good robustness. If
signal to noise ratio in every frequency band is small then it is
difficult to detect presence of secret data. “Even if parts of
data are removed from several bands, there would be still
enough information is present in other bands to recover the
data” [9].

V. RESEARCH ISSUE

Image steganography faces the major problem of hiding
secret bits in the cover image with minimum detectability,
high security, robustness against alteration/interception, and
high payload. Despite the research effort in this domain for
some time now, it is still a problem to achieve the
above-listed requirements. A major issue is relatedness
between these attributes as the mutual relationship between
steganographic properties entails that while enhancing some
properties, others are adversely affected. This issue persists
due to the lack of a practical solution to achieve these
properties at once. Some of the proposed methods for
improving the performance of the existing steganographic
methods are given below:

A. Hybrid steganographic techniques

The combination of several steganographic methods into one
method may improve data security and confuse specific
steganalysis methods as the strengths of the combined
methods will be exploited to address their weaknesses during
the design of the hybrid method [22].

B. Merging of cryptography with steganography
This could add a layer of security to secret data as they will be
encrypted first before embedding. An attacker may intercept
the steganographic algorithm but will still have to contend
with the cryptographic scheme to be able to recover the
encrypted data.

C. Secured lightweight encryption-based steganographic
techniques
As most of the existing steganographic techniques are prone
to modern steganalysis, coupled with the high cost of secret
data protection using the conventional encryption method, it
has become necessary to design a lightweight encryption
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method that can protect secret data in a cost-efficient manner
[27].

D. Additive noise distortion function reduction

This is another way of protecting the existing steganographic
techniques from steganalysis. Most of the modern
steganalysis methods deploy the method of computing the
specific features of the cover and stego-images to determine
their types. These distinctive features are mostly generated by
additive noise in stego-images. Hence, there is a need to
devise ways of minimizing this additive when designing new
steganographic methods.

E. Merging of reversible and irreversible methods

This may improve payload and secret data security. Different
reversible and non-reversible methods can recursively
employ the same pixels at the same time, making it hard for
the attacker to extract the secret data [12].

F. Location sensitive embedding

This is also called adaptive steganography; it has evolved
recently as a way of improving payload, reducing distortion,
and making a dynamic decision on special data during
steganographic  processes. However, this type of
steganography needs more time to mature in the face of
modern steganalysis [4].

CONCLUSION

In this paper, a literature survey of digital image
steganography information hiding techniques is presented.
first, a classification of watermarking algorithms based on
embedding domain is shown. These domains are spatial
domain, transform domain. All these algorithms try to satisfy
three most important factors of steganographic design i.e.
un-detectability, robustness, and capacity. then, some hybrid
techniques are discussed. Finally, a comparative study
between the different methods is introduced. It is clearly
observed that the embedding procedure is easy in spatial
domain techniques compared to complex transform domain
techniques. Also, Spatial domain techniques are simple and
have high stego visual quality, but transform domain
techniques are more robust and less exposure to image
processing attacks. From the paper, it can be concluded that
every technique has advantages and disadvantages if
compared with other techniques of steganography. Which
mean that it is not fair to call any method 'the best or the worst
of all'. So, determining the suitable method is chosen based
on the wanted purpose.
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